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Abstract: The rapid advancement of digital technologies and the emergence of a globally interconnected
environment have reshaped traditional paradigms of crime and criminal justice. In this study, we conduct
a comprehensive criminological analysis of combating cybercrime in the context of digital transformation.
Drawing upon interdisciplinary literature from criminology, digital forensics, computer science, and cyber
law, we systematically examine the contemporary threats posed by cybercriminals, the evolving nature of
criminal opportunities in cyberspace, and the various countermeasures proposed in scholarly discourse.
Using qualitative analysis of key academic, policy, and legal texts, our research explores how digitalization
fosters both novel forms of criminal behavior and innovative strategies for prevention, investigation, and
prosecution. The results outline the main types of cybercrime typologies, the challenges that law
enforcement agencies face, and the role of emerging technologies—such as artificial intelligence—in
enabling and thwarting digital criminality. We discuss the importance of international cooperation,
harmonized legal frameworks, and public-private partnerships as part of a multi-stakeholder approach to
effectively combat cybercrime. Our conclusion stresses the necessity of continuous adaptation in legal,
criminological, and technological spheres, underlining the critical importance of balancing security with
the protection of fundamental rights and freedoms. By bringing insights from multiple scientific fields, this
article offers a comprehensive perspective on the transformation of crime in digital societies and proposes
future directions for research, and practice.
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1. Introduction

The digital transformation of society has progressively blurred the line between online and
offline life, effectively creating a hybrid reality where virtual systems and physical interactions form
a continuous space of human activity[1]. This transformation has major repercussions for crime and
criminal justice. Scholars note that in a “digital society, technology is integrated into people’s lives,
including crime, victimization, and justice,” resulting in a “human-technological hybrid world
where crimes occur in virtual networks”[1; p.636]. As society’s reliance on digital technologies
expands, so too does the vulnerability of individuals, institutions, and critical infrastructures to
malicious exploitation[2].

In this environment, the threats posed by cybercrime are significant. The emergence of the
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Internet of Things (IoT), cloud computing, artificial intelligence (Al), and advanced digital platforms
has generated new opportunities for perpetrators, while at the same time creating new layers of
complexity in crime prevention, detection, and prosecution[3]. Indeed, criminal activity today not
only exploits the vulnerabilities of computer networks but also involves sophisticated transnational
operations, artificial intelligence-assisted attacks, and manipulations of massive datasets[4]. Multiple
authors emphasize the seamless nature of the Internet and its potential for “devastating cross-border
or transnational impact,” prompting calls for new models of digital criminology][5].

The rise of cybercrime during the digital transformation underscores a profound shift in the
very nature of criminal offending. Traditional concepts of territorial jurisdiction become complicated
when attacks are orchestrated from one country but inflict harm in multiple others[3]. Moreover, the
digital environment may be exploited for unprecedented forms of deviance —ranging from hacking
and fraud to Al-enabled deepfake impersonations—while also fueling new trends in cyber
victimology and calls for data-driven frameworks of criminology[1, pp.636-656; 6, pp.135-250]. A
criminological perspective is indispensable for unraveling these transformations, as it contextualizes
evolving criminal methods and victimization within broader sociotechnical structures.

Cybercrime, in its earliest forms, emerged in tandem with the spread of personal computing
and the Internet. However, the 21st century marked an inflection point, as “the global megatrend of
digitalization essentially changes the appearance of the criminal-legal science, setting new
theoretical and applied directions of its development”[6, p.236]. Over time, cybercrime has become
more organized, transnational, and diversified, integrating components such as hacking,
ransomware, identity theft, money laundering, and espionage[7]. The introduction of Al to the
criminal arsenal has broadened the scope of potential offenses, enabling criminals to automate tasks,
disguise their identity more effectively, and discover novel vulnerabilities.

Early attempts to conceptualize cybercrime were primarily based on applying established
criminological theories—like routine activities theory, social learning theory, or strain theory —to
digital contexts. However, with time, scholars increasingly recognized that the unique features of
cyberspace demanded specialized theoretical frameworks, such as Jaishankar’s Space Transition
Theory, which examines the “causation of crimes in cyberspace”[3, p.9]. Similarly, “cyber
criminology,” an emerging interdisciplinary field combining computer science and criminal justice,
has flourished, focusing on “how crimes are committed by using the computer” and how digital
technologies can be leveraged to counter new forms of deviance.

Today’s “human-technological hybrid world” expands the range of possible targets, extends
the global reach of offenses, and provides novel platforms for social interaction. “Despite advances
in digital security, cybercriminals continuously adapt to new security measures, developing more
sophisticated techniques to exploit vulnerabilities.”[7] This arms race between cybercriminals and
security experts illustrates the need for a criminological lens that grapples with the complexities of
technology-driven offending.

Digital transformation also magnifies the problem of scale: an exploit targeting a single
vulnerability in common software can affect millions of users or entire infrastructures worldwide.
The connectivity of critical systems—energy grids, financial networks, hospitals, transportation—
makes them simultaneously more efficient and more susceptible to large-scale disruptions. This
environment encourages criminals to orchestrate “high-impact attacks” with minimal risk,
capitalizing on anonymity, the automation of data breaches, and the difficulty of international
enforcement.

Criminological theory and research offer a systematic way to analyze crime in its evolving
contexts. By focusing on both micro-level and macro-level dynamics—offender motivation, victim
vulnerabilities, societal norms, and institutional controls—criminology provides a broader
understanding of the phenomenon beyond mere technological aspects. Criminological insights can
help craft strategies that go beyond reactive policing to address the root causes of cybercriminal
activity, discourage deviant behaviors, and empower communities to protect themselves|2].
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Integrating digital transformation into criminological discourse is vital not only for practical law
enforcement but also for the continuous development of theory that keeps pace with evolving social
and technological realities[1, p.640].

2. Literature Review

A broad set of documents was collected to ensure a comprehensive overview of the latest
developments in cybercrime and digital criminology. The references used span academic journals,
policy reports, conference papers, government publications, and recognized e-print archives:

Publications in high-ranking criminology, security, and law journals, such as Journal of Digital
Technologies and Law, Yale Law Journal, European Journal of Applied Research, Iraqi Journal for
Computer Science and Mathematics, and others (Katyal, 2003; Mozid & Yesmen, 2020; Rayejian Asli,
2023; Spyropoulos, 2024; Velasco, 2022; Alqurashi et al.,, 2020; Melikuziev et al., 2023; Mijwil &
Aljanabi, 2023). International frameworks or strategic documents from the European Parliament, the
Council of Europe (Budapest Convention), and other institutional bodies (Bigo et al., 2012).
Foundational and theoretical pieces discussing phenomena such as cyber victimology and digital
forensics (Mao, 2023; Mozid & Yesmen, 2020). A thematic content analysis was employed to
systematically interpret the gathered literature. This method allows for identifying, analyzing, and
reporting patterns within data (Braun & Clarke, 2006). Several steps were followed:

1. Preliminary reading of each document to grasp its scope and relevance.

2. Marking pertinent text segments related to: (a) definitions of cybercrime, (b) theories
explaining criminal behavior in digital contexts, (c) legal and policy frameworks, (d) interventions,
(e) emergent threats such as Al-enabled crime, and (f) challenges in enforcement.

3. Grouping initial codes into themes (e.g., “Al and cybercrime,” “transnational enforcement
challenges,” “victimology in cyberspace,” “digital forensics”).

4. Ensuring internal consistency within each theme and external distinctiveness between
themes.

5. Integrating or splitting themes to achieve clarity and depth (e.g., distinguishing between
“Al-enabled cybercrime” and “Al for policing”).

6. Weighing the themes against criminological theory and the unique attributes of digital
transformation to present a coherent narrative.

Although the study did not involve human subjects or sensitive data collection, it relied on
publicly available academic literature and institutional reports. The ethical dimension primarily
concerns respecting intellectual property rights, providing accurate citations, and ensuring correct
representation of the authors’ findings.

3. Materials and Methods

This article adopts a qualitative research design grounded in systematic literature review and
content analysis of primary and secondary sources relevant to cybercrime, criminology, and digital
transformation. Given the interdisciplinary nature of the topic, it draws upon scholarly articles from
criminology, cybercrime research, digital forensics, law, and policy. This qualitative synthesis
highlights the multifaceted aspects of cybercrime ranging from offender typologies, victimology,
social harm, legislative challenges, and technical countermeasures.

The logic behind using a qualitative approach is that cybercrime is an evolving, context-
dependent phenomenon shaped by dynamic interactions between technology, society, and law.
Quantitative measures alone (e.g., reported incidents, financial losses) would not suffice to capture
the complexity and speed of transformations in digital societies. Instead, focusing on content,
themes, and theoretical underpinnings allows for a richer, more nuanced understanding of the
phenomenon.

4. Results
This section compiles the principal findings from the thematic analysis. The results are

https://semantjournals.org/index.php/AJEES



https://semantjournals.org/index.php/AJEES

American Journal of Education and Evaluation Studies Volume: 2, (6), 2025 327 of 9

organized around major themes that emerged consistently across multiple sources: (1) the changing
nature of cybercrime, (2) advanced offender strategies and typologies, (3) the growth of cyber
victimology and victimization patterns, (4) legal and institutional frameworks, (5) the role of
technology in both facilitating and preventing cybercrime, and (6) emergent challenges in digital
criminology, especially in the context of artificial intelligence.

Since the 1990s, the digital realm has increasingly become a “new spot for crime and criminals,”
challenging the “mainstream criminology paradigm”[6, p. 241]. With the proliferation of digital
platforms, criminals have shifted from physical illicit acts, such as burglary or armed robbery, to
hacking, phishing, data breaches, and identity theft. The real shift lies not only in scale but also in
the nature of these crimes, which can be transnational, victimizing individuals, corporations, or
governments across continents.

Several authors highlight a dual phenomenon:

1. Offenses previously committed offline now have parallel forms online. For instance, fraud,
harassment, stalking, and theft can all be orchestrated through computer networks and social media
platforms.

2. Brand-new crimes unique to cyberspace, including hacking, ransomware, denial-of-
service attacks, deepfake scams, and botnet-driven theft of computing resources.

The combination of these factors broadens the scope of what is considered a crime, prompting
calls for new theoretical frameworks and legislative tools to address these changes.

One of the defining features of cybercrime is its cross-border dimension. Offenders can
orchestrate attacks remotely from jurisdictions that either lack rigorous cybersecurity laws or refuse
to cooperate with foreign investigations. The “seamless nature of the internet” renders traditional
jurisdictional boundaries almost meaningless. As a result, law enforcement agencies confront
challenges in evidence collection, extradition, and consistent legal application across different
countries.

These dynamics become even more critical when we consider the role of advanced encryption,
anonymizing technologies (e.g., The Onion Router, or TOR), and cryptocurrency channels that
enable criminals to mask their identities. Such aspects complicate the detection, attribution, and
prosecution of offenders.

Criminal enterprises have professionalized their activities in cyberspace. Organized criminal
groups monetize “Crime-as-a-Service (CaaS)” models, selling hacking tools, malware kits, zero-day
exploits, or stolen data to other criminals who may lack the technical skills to develop these
themselves. This professionalization results in more sophisticated attack vectors, turning even low-
skilled offenders into potent threats.

A prominent theme in the literature is the strategic use of Al in cybercriminal activities.
Offenders leverage machine learning algorithms to automate tasks like password guessing,
vulnerability scanning, or distributed denial-of-service (DDoS) attacks, significantly amplifying their
capabilities. AI also enables more refined phishing campaigns and social engineering tactics, for
instance by personalizing messages to targeted victims using data mined from social networks.

Additionally, the creation and deployment of deepfakes —video or audio content manipulated
with Al—have been instrumental in defrauding organizations by impersonating CEOs or political
leaders, effectively bypassing traditional identity verification methods. This underscores the reality
that Al's “dual-use” nature[l, p. 639] is not just theoretical but actively exploited in real-world
scenarios.

The literature identifies a growing hybridization, where criminals integrate “online” and
“offline” tactics. For instance, using social engineering techniques to manipulate individuals into
granting physical access to critical infrastructure, or orchestrating data theft that is later used for
extortion, blackmail, or sabotage in the physical realm. This underscores the multi-layered
complexity of modern cyber-offenses, where digital tactics blend with real-world infiltration.
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Alongside the recognition of cyber criminology, the literature highlights a parallel focus on
“cyber victimology,” reflecting the new vulnerabilities of digital societies [6, p. 242]. Cyber
victimology explores not only how many individuals or entities are targeted, but also the
psychosocial dimensions of victimization: fear, trauma, reputational damage, and financial loss. As
the digital transformation accelerates, “internet and technologies...are prone to be misused,” leading
to new victim populations, including children, the elderly, and less technologically literate groups.

A recurring theme in the reviewed sources is how digital environments alter the classic routine
activities approach. With the proliferation of IoT devices, social media, and 24/7 online presence,
more “suitable targets” exist for motivated offenders, while the presence of capable guardians —such
as robust security protocols —varies significantly. The shift in routine activities to the digital space
has effectively expanded the “crime opportunity structure,” making potential targets far more
accessible.

While “progress is made in the battle against cybercrime, there still remains a wide gap in the
consistency of laws across international borders”[3, p. 2]. National jurisdictions often adopt disparate
definitions and sanctions, complicating cross-border investigations. Existing treaties and
conventions, such as the Budapest Convention on Cybercrime, set a benchmark for criminalizing
certain digital offenses, but not all countries have ratified it, leading to enforcement asymmetries.

Another prominent issue is the friction between privacy rights and investigative needs. The
fast evolution of encryption technologies and anonymizing tools frequently outstrips legislative
measures, compelling law enforcement agencies to request additional powers that might encroach
on civil liberties.

The European Cybercrime Centre (EC3) under Europol and the European Network and
Information Security Agency (ENISA) are repeatedly highlighted as crucial players in combating
cybercrime at a regional level. They conduct intelligence sharing, threat analysis, and capacity
building. However, the “lack of harmonization of legal concepts and jurisdictional boundaries”
remains a bottleneck to truly effective global collaboration[2, p. 35].

On the international stage, the United Nations and other bodies attempt to facilitate
cooperation, but consensus-building is hindered by divergent national interests, conflicting
definitions of cyber sovereignty, and different conceptions of “acceptable” cyber operations.

“Digital forensics” emerges as a specialized domain integral to preventing, detecting, and
investigating cybercrimes. As “digital transformation affects absolutely everything,” forensics has
evolved to include specialized techniques for evidence collection, analysis, and presentation in
court[8, p. 1063]. Forensic examiners require continuous updates in their knowledge of how
criminals exploit emergent technologies—like IoT devices or blockchain networks—to ensure
robust, admissible evidence.

Artificial intelligence also supports proactive policing strategies by automating threat
detection, analyzing massive volumes of data for anomalies, and predicting criminal hotspots using
advanced algorithms. Al-based decision-support systems for bail, sentencing, or risk assessment are
already operational in various jurisdictions, albeit with concerns regarding bias, transparency, and
accountability.

While these innovations can significantly enhance law enforcement capabilities, the literature
warns of “questionable policing practices”[1, p. 638] and calls for robust oversight to prevent the
infringement of civil liberties.

One of the fundamental challenges identified is the rapid pace at which technology evolves.
For legal frameworks and criminal justice systems, the continuous introduction of new platforms,
data types, and encryption standards poses a major obstacle to effective enforcement. The “timely
upgrade and adaptation of knowledge, skills, and capabilities” is crucial to keep pace with digital
criminals [6, p. 236].

As governments explore digital surveillance, biometrics, and data retention to counter
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cybercrime, tension arises between ensuring security and safeguarding fundamental rights. The
potential for Al-driven profiling to lead to discrimination or wrongful suspicion of innocent
individuals is a recurrent concern, highlighting the need for balanced policies and ethical guidelines.

The institutionalization of “digital criminology” is an emerging field that expands “the
boundaries of modern criminological theory and research by fostering a broader discussion of
technology, sociality, crime, deviance, and justice in cyberspace”. However, mainstream
criminological curricula are still adjusting to incorporate digital transformation, requiring new
pedagogical and research approaches.

5. Discussion

The evidence from the Results section underscores a transformation in the nature of crime,
spurred by digital technology’s pervasiveness. Traditional theories like rational choice or social
learning still apply to explaining individual motivations. However, they require augmentation to
account for the unique affordances of cyberspace —such as anonymity, global reach, and automation.

This shift resonates with Jaishankar’s Space Transition Theory, which posits that the
psychological factors inhibiting deviance in physical spaces (e.g., fear of immediate detection,
community disapproval) may be weakened in the anonymity of cyberspace. Furthermore, digital
transformation reconfigures aspects of routine activity theory, as the concept of “capable guardians”
expands to include advanced security solutions, robust user education, and legislative deterrents.

Criminological curricula and research must integrate digital environment variables into
theoretical frameworks. This necessitates bridging the gap between social scientific approaches and
technical knowledge of cybersecurity, forging interdisciplinary collaboration.

Several authors highlight that cybercrime transcends traditional jurisdictional confines.
Offenders exploit weak points in national legislation or uncooperative states to evade detection. This
reality calls for deeper harmonization of legal definitions and closer international collaboration.
Instruments like the Budapest Convention provide an initial framework, but global adoption
remains uneven. Even within consolidated jurisdictions like the European Union, the interplay
between agencies like Europol’s EC3 and ENISA reveals overlapping mandates in need of clearer
demarcation and synergy.

Criminological discourse should advocate for:

1. Encourage the ratification of existing conventions and the development of new treaties
that address emergent forms of crime.

2. Secure data exchange platforms and standardized evidence-gathering protocols that
expedite cross-border investigations.

3. Transfer technology and training resources to lower-capacity jurisdictions to narrow the
enforcement gap.

Artificial intelligence surfaces as a critical battleground in contemporary cybercrime. On the
one hand, law enforcement can use Al-driven tools to analyze massive data sets, model criminal
behaviors, and predict vulnerabilities. However, criminals also benefit from Al's capacity to
automate attacks, create deepfakes, and conduct large-scale social engineering. This dual-use nature
of Al calls for robust governance frameworks that manage the ethical and security risks inherent to
Al deployment.

Current legal frameworks offer limited guidance on Al's misuse. Proposed solutions include
the classification of certain Al-enabled acts as specific offenses and mandatory risk assessments for
Al-based systems. Another issue is algorithmic transparency and accountability, as systems
developed for policing or sentencing might inadvertently perpetuate biases if not carefully audited.

Cyber victimology underscores the changing profile of victims and the diverse harm they
experience. In addition to financial loss, individuals can suffer reputational damage, emotional
distress, or even physical harm when digital sabotage intersects with critical infrastructures.
Technological democratization implies that billions of users globally face potential victimization.
However, certain demographic groups—elderly, children, or communities with limited digital
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literacy —may be particularly susceptible to exploitation. Governments and institutions must invest
in broad-based digital literacy campaigns that empower users to recognize and repel digital threats.
Initiatives can include:

¢ Digital “Self-Defense” Training - Teaching end-users about phishing, password hygiene,
and data privacy.

*  Victim Support Structures - Cyber helplines, counseling services, and simplified reporting
channels, especially for vulnerable populations.

As the primary line of defense, cybersecurity frameworks continue to evolve. The synergy of
“environmental criminology” principles and technical protective measures can be leveraged to
reduce the attractiveness of cyber targets. For example, “natural surveillance” in cyberspace could
be conceptualized through open-source software that invites community oversight and prompt
patching of discovered vulnerabilities. Meanwhile, digital forensics remains crucial for the ex post
investigation of successful attacks. The arms race is evident, with criminals leveraging new
obfuscation methods—like encryption and anonymizing networks —to hamper forensic processes.
The ephemeral nature of digital evidence demands real-time or near-real-time detection and incident
response.

The “institutionalization of digital criminology” is a key step toward systematically integrating
digital realities into criminological research, policy, and practice. The emerging discipline situates
digital transformations at the center of theoretical and empirical inquiries. This integration is
especially pressing given the ongoing debate about how best to incorporate digital forensics, Al
ethics, and cross-border legal frameworks into criminological education. Based on the
aforementioned points, it is essential to emphasize the following;:

1. Academic programs in criminology and criminal justice should embed modules on
cybercrime typologies, digital forensics, and Al-enabled deviance.

2. Criminologists, computer scientists, legal scholars, and practitioners must collaborate to
develop robust, multi-layered solutions.

3. Funding bodies and institutions should encourage joint research endeavors that span
technology, law, and social sciences, ensuring that policies reflect a nuanced understanding of digital
harm.

A recurring concern is how to strike a balance between security imperatives and respect for
fundamental rights such as privacy, freedom of expression, and due process. Rapidly evolving
digital tools may invite calls for blanket surveillance or data retention laws. Yet, such measures risk
creating an architecture of “digital authoritarianism,” wherein the net cast to catch criminals also
ensnares legitimate users. Policymakers and law enforcement agencies must embed safeguards,
oversight mechanisms, and transparency in their strategies. “An alternative to complete anonymity
is pseudonymity,” which can address certain investigative needs while preserving a measure of user
privacy.

6. Conclusion

This article has provided a criminological analysis of the challenges and responses associated
with combating cybercrime amid digital transformation. Synthesizing literature from multiple
domains reveals that digitalization has fundamentally reshaped the nature of crime, with criminals
leveraging interconnected networks, Al-driven tools, and global platforms to stage sophisticated
attacks. Existing criminological frameworks—while still relevant—must evolve to account for novel
offender strategies, emergent victimization patterns, and the transnational, highly dynamic scope of
cybercrime.

This study systematically compiled and interpreted key themes in contemporary cybercrime
research:

1. The boundary between traditional and cyber-specific offenses has blurred, necessitating
flexible theoretical models and legal provisions.

2. Artificial intelligence heightens both the efficacy of cyber defenses and the sophistication
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of criminal methods, underscoring the urgency of robust governance measures.

3. The global mismatch in legal frameworks, limited cross-border cooperation, and
inadequate training hamper effective cybercrime mitigation.

4. An emerging subfield that integrates criminological theories with technological analysis
to inform policy, practice, and research in the digital domain.

This study primarily relied on published literature, policy documents, and theoretical works.
While comprehensive, it may not capture every regional or local nuance, especially in Global South
contexts with limited publication channels. Further empirical research—especially large-scale, cross-
national investigations—would provide quantitative validation of the thematic insights and reveal
region-specific challenges.

1. Future studies could employ mixed methods (quantitative data analytics combined with
qualitative interviews) to substantiate the theoretical arguments presented here.

2. There is a pressing need to examine how legislative and regulatory frameworks might
systematically address the “dual-use” problem of Al without stifling innovation.

3. Moreresearch is needed on the psychosocial effects of cyber victimization and how best to
tailor support and interventions.

4. Evaluations of new educational programs in “digital criminology” can ascertain their
effectiveness in preparing the next generation of practitioners and scholars.

5. Comparative studies evaluating various cooperation frameworks —from bilateral treaties
to global task forces—would clarify best practices and policy levers for cross-border cybercrime
enforcement.

Cybercrime is a dynamic, ever-evolving threat in the age of digital transformation.
Criminological perspectives offer valuable insights into offender behavior, victim vulnerabilities,
and holistic strategies for prevention and control. However, the pace of technological innovation
necessitates continual adaptation in criminological theory, policy interventions, and law
enforcement practices. Balancing security imperatives with fundamental rights remains an ongoing
challenge, demanding nuanced approaches that integrate technological savvy with legal, ethical, and
socio-cultural awareness. The path forward lies in sustained interdisciplinary collaboration —uniting
criminology, cybersecurity, data science, and global governance to develop effective, equitable, and
resilient responses to cybercrime.
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